Mobile collaborative learning (MCL) is extremely recognized as focusing archetype in educational institutions. It demonstrates cerebral synergy of assorted collective minds. It handles several problems in order to motivate social activity for mutual communication. To advance and promote baseline for MCL; several supporting frameworks, architectures including number of different mobile applications have been introduced. But, no one has mainly focused to augment the security of those architectures. The paper handles issues of rogue DHCP server that highly affects network resources during MCL. The rogue DHCP is illegal server that issues the fake IP address to users for sniffing the legal traffic. This contribution specially targets the malicuius attacks that weaken the security of mobile supported collaborative framework (MSCF). The paper introduces multi-frame signature-cum anomaly-based intrusion detection system (MSAIDS) that blocks an unlawful behavior of rogue DHCP server. This novel security method emphasize confidence of users and secures also network from illegitimate interference of rogue DHCP server. Finally, paper confirms scheme through simulations. The simulations comrises of testbed, ns2 and discrete simulation.
Introduction
The rapid developments in information technologies (IT) have improvised the use of mobile devices in open, large scale and heterogeneous environments. The mobile devices provide the bridge to connect learners with institutions directly. This highly emerged platform has put the concrete foundation of MCL to corroborate pedagogical activities. The deployment of mobile devices has not only underpinned MCL but also created many chances for malicious attackers to crack the integrity and privacy of users. The mobile users are highly dependent on DHCP server for issuance of IP addresses.
The DHCP server provides highly organized and useful administrative service to mobile devices. However, unauthorized and misconfigured DHCP server (rogue DHCP) is used into a network that creates problems for users, breaking the security. It invites intruders and attackers to redirect & intercept network traffic of any device that uses the DHCP. Attacker (The man-in-middle) modifies the original contents of communication. The malware and Trojans horse install rogue DHCP server automatically on network and affect legitimate servers.
If rogue DHCP server assigns an incorrect IP address faster than original DHCP server, it causes the potentially black hole for users. To control malicious attacks and avoiding the network blockage, network administrators put their efforts to guarantee the components of server, using various tools. The graphical user interface (GUI) tool is used to prevent the attack of rogue detection [5] . Idea of using multilayer switches may be configured to control the attacks of rogue DHCP server but it is little bit complex and not efficient to detect rogue DHCP server and its malicious consequences. According to statement of Subhash Badri, the representative of DHCP Server team mentions in his online report that GUI tool cannot make difference between malicious DHCP servers and erroneously configured rogue [7] .
The DHCP spoofing is another solution for detecting rogue DHCP server. However, if single segment is spoofed that can damage the whole network. Spooling method takes long time till attacker has enough time to capture the traffic and assign the wrong IP addresses [8] . Time-tested, DHCP Find Roadkil.net's, DHCP Sentry, Dhcploc.exe and DHCPprobe provide the solution to detect and defend rogue DHCP server malware [6] . All of these tools cannot detect the new malicious attacks.
Intrusion detection systems (IDS) are also introduced to ensure the protection of systems and networks. However, IDS cannot detect the intrusion due to increase in size of networks. The Signature based detection does not have capacity to compare each packet with each signature in database [2] .
Distributed Intrusion Detection System (DIDS) is another technique to support the mobile agents. This technique helps system to sense intrusion from incoming and outgoing traffics to detect known attacks [1] . Ant colony optimization (ACO) based distributed intrusion detection system is introduced to detect intrusions in distributed environments. It detects the visible activities of attackers and identifies the attack of false alarm rate [3] .
Anomaly based intrusion detection is introduced to detect those attacks for which no signatures exist [4] , [6] , [10] . This paper introduces MSAIDS approach supported with novel algorithms, inclusion of new rules in IDS and mathematical model to detect the malicious attacks. It increases the privacy and confidentiality of users in MCL environment.
Architectural Design for Mobile Supported Collaborative Framework (MSCF)
The architecture for MSCS is envisioned as promising platform shown in Figure 1 that supports latest technologies and mobile applications to meet pedagogical requirements and other collaborative activities within educational institutions and beyond. This integrates various functional components to cover all necessary features for MCL from sending SMS to large size of videos.
It supports to content generation, content fragmentation, content buffering, content retrieving, content integrating, content diagnosing, content modification, content visualization, content refinement, and ultimately to dissemination of results MSCS consists of four layers, which are base layer, coordination layer, modification layer and application Layer.
All of the layers collectively support to asynchronous and synchronous collaboration, support for multimodal, provision of archive updating, middleware support, virtual support, application sharing facility, provision of facility to join in middle of the session, recording the activities of participants, opportunities for interactive and shard white board, connectivity management support, support for session management, facility to head of organization to check the activities of participants, notification of participant's availability, giving the rights to participants to contact and invite other participants anytime.
Architecture provides bindings to all theories of mobile learning explained in [34] . It also synthesizes real environment for several successful ongoing projects to cover all features for mobile learning. The base layer plays role of central importance in MSCS that creates contents for users. The users interact with MSCS inside or outside the organization for obtaining learning and other information. The MSCS facilitates for all the quarries and information of governmental and non-governmental organization but particularly educational institutions. The most important feature of MSCS is replacement of class room study. If users do not want to attend the class, they are registered with MSCS. It automatically provides the access to listen and watch the on-line lecture and other information anywhere. This is contributed as promising feature of MSCS to attract the students and several organizations. The users are also provided the facility of really syndicate syndrome (RSS) fed to store the information for collaboration. The feature of RSS fed provides opportunities to apply knowledge what they gain in classroom. The number of students enjoys and feels comfortable working as collaborative group using RSS fed. The building the knowledge-based approach to transfer the teacher-focused learning to student-focused learning and task-assigned learning to understandable-based learning must have central position [28] & [29] .
The objectives of MSCS have been achieved with support o enterprise data warehouse (EDW). The EDW provides faster access for data from multiple sources that gives accurate, consistent, detailed, integrated, secure and timely information [30] & [31] . Users inside and outside of the organization are able to assess their requirements, fulfill research activities, set the priorities and feel impact of change. EDW provides the heterogamous environment to make analytical and decision support requirements of organization. The architecture of MSCS is innovative idea that attracts various users to seek again an admission that will be cause of increasing the literacy rate and motivating the several organizations to deploy it for collaborative purposes.
The MSCS also comprises of content server engine (CSE) that is very efficient to handle requests coming from the users. It searches either the requested information into the EDW or gives the access to users to listen and watch lectures or other live activities. CSE identifies the mobile users on basis of mobile information device profile (MIDF), status of previous network condition and requested URL. Another promising feature of MSCS is satisfying the authorization and authentication process in order to provide the access to legitimate users only. This job is done with help of CSE to verify status of users. If illegitimate user sends request for getting the contents that request is declined.
CSE is implemented on Internet information server (Web server) that also provides access to those users who will use health applications, bioinformatics, educational, defense, security, business and banking related applications. MSCS deals with three types of services normal, low priority and high priority. If users request about normal service that is handled with file system manager. It supports to text, graphs and small size of videos. Requests about large size of videos are dealt with database manager that is considered as low priority services provider. High priority covers all type of data services including text, graph, images and voice. This task is performed with integration of cache server, which set its own hyper text transfer protocol (HTTP) connection. The cache server gets the request from mobile and delivers the learning materials immediately. If requested material is not cached on cache server that is obtained from EDW. The beauty of cache server is to have direct access to EDW. This process provides the faster delivery of learning material.
With introduction of cache server, time is saved of backups and log monitoring because substantial time is spent on these activities every day. MSCS is more effective for several forms of collaborative learning including Blog, beaming and sharing information, web forum and wiki. The multiple use of repository in MSCS captures and preserves communication process. It serves as tangible indicators for improving the quality of mobile learning [32] & [33] .
Possible attacks of rogue DHCP server (SCENARIO-I)
With deployment of latest technologies, the need for automated tools has been increased to protect the information stored either on computers or flowing on networks. The generic idea to protect data and thwart the malicious attackers is computer security. The introduction of distributed system has highly affected the security [11] .
There are several forms of vulnerabilities and vigorous threats to expose the security of the systems. To take important security measures and enhancing the secure needs for organizations, several mechanisms are implemented. Mechanisms also cause to invite the attackers to play with privacy and confidentiality of users. One of the major threats for privacy of data is intervention of rogue DHCP server.
The first sign of problem associated with rogue DHCP server is discontinuation of network service. The static and portable devices start experiencing due to network issues. The issues are started by assigning the wrong IP address to requested clients to initiate the session. The malicious attackers take advantages of rogue DHCP server and sniff the traffic sent by legitimate users.
Rogue DHCP server spreads the wrong network parameters that create the bridge for attackers to expose confidentiality and privacy. Trojans like DNS-changing installs the rogue DHCP server and pollutes the network. It provides the chances for attackers to use compromised resources on network. Rogue DHCP server creates several problems to expose the privacy of legitimate users. Three important attacks are shown in Figure 2 . The paper focuses on two of most important issues. 
Sniffing the network traffic
It is brutal irony in information security that the features which are used to protect the static and portable devices to function in efficient and smooth manner; and from other side same features maximize the chances for attackers to compromise and exploit the same tools and networks. Hence packet sniffing is used to monitor network traffic to prevent the network from bottleneck and make an efficient data transmission. Attackers exercise same resources for collecting information for illegal use. Rogue DHCP server substantiates those malicious attackers to expose privacy of users. When networks are victim of rogue DHCP servers that provide very important information related to IP address, domain name system and default gateway to attackers.
All of this information helps intruders to sniff traffic of legitimate users. Suppose rogue DHCP server is introduced on secure environment to collect the confidential information. That server destroys all sorts of havoc on secure network. In best case scenario, it simply issues wrong IP address to each user, resulting all the traffic on the network is started to be monitored on bases of issued wrong IP address. In worst case scenario, rogue DHCP server sets default gateway as IP address of malicious attacker's proxy. In this case, attacker can sniff the traffic and wreak the privacy of users shown in Figure 3 . Rogue DHCP server also helps the intruders to capture the MAC address of legitimate users. It causes the sniffing the traffic through switch. In this case, attackers spoof IP addresses of both sender and receiver and play role as manof-middle to sniff the traffic and extract important contents of communication. It causes great attack on privacy of users.
Denial of service attack ( DOS)
Intruders that get support through rogue DHCP server also use DOS attacks after sniffing the confidential contents of traffic. Due to DOS attack, the access of important services for legitimate users is blocked. Intruders often crash the routers, host, servers and other computer entity by sending overwhelming amount of traffic on the network. Rogue DHCP server creates friendly environment for intruders to launch DOS attacks because intruders need small effort for this kind of attack. It is also difficult to detect and attack back to intruders. In addition, it is also easy to create floods on internet because it comprises of limited resources including processing power, bandwidth and storage capabilities. Rogue DHCP can make flooding attack at domain name system (DNS) because target of intruders is to prevent the legitimate users from resolving resource pertaining to zone under attack [12] [13] & [16] .
These attacks on DNS have obtained varying success while disturbing resolution of names related to targeted zone. Rogue DHCP server can take advantages of inevitable human errors during installation, configuration and developing the software. It creates several types of DOS attack documented in literature [20] . [22] & [24] . Intruders with support of Rogue DHCP server make three types of fragile or smurf, SYN Flood, ping of death and DNS attacks. These attacks are vulnerable and dangerous for security point of view shown in Figure 4 . Proposed solution (multi -frame signature -CUManomly based intrusion detection system) Networks are being converged rapidly and thousands of heterogeneous devices are connected. The devices integrated in large networks, communicate through several types of protocols and technologies. This large scale heterogeneous environment invites intruders to expose the security of users. Hence, IDS are introduced to recognize the patterns of attacks, if they are not fixed strategically, many attackers cross the IDS by traversing through alternate route in network.
Many signature-based IDS are available to detect the attacks but some of new attacks cannot be identified and controlled. Anomaly-based IDS is another option but it can only detect new patterns of attack. The MSAIDS resolves the issues of DHCP rogue. The proposed framework consists of detecting server that controls IDS and its related three units: (i) DHCP verifier unit (ii) signature database and (iii) anomaly database.
During each detection process, intrusion detection starts matching from DHCP verifier, if any malicious activity is detected that stops process otherwise checks other two units until confirms whether activity is malicious or not. Figure 5 shows the MSAIDS. The detecting server (DS) is responsible to check inbound and outbound traffic for issuance of IP address. The DS gets IP request (inbound traffic) from routers and forwards to DHCP server after satisfactory checkup. When any IP address is released for requested node then applies DHCP detecting algorithm for validation of DHCP server and detecting types of attack shown in algorithm 1. Pre-selected rule refers to those patterns, which are already stored in DS that helps to identify the inbound traffic. ii.
Post-selected rule refers to those patters which are stored for detection of legitimate DHCP server that helps to identify outbound traffic. iii.
Parameterized rule refers to many ingredients that help to set selected rules with unique value presented in the following: a. Validity ingredient:
It helps to detect the attack if intruder modifies the contents of message.
b. Time interval ingredient:
It helps to detect two types of attacks which are exhaustion attack and negligence attack. In exhaustion attack, the attacker increases message-sending rate. In negligence attack, attacker does not send message. In addition, time interval for two consecutive messages is extended or lessened than allowed amount of time,
c. Flooding ingredient:
It helps to identify the attack on the basis of noise and disturbance to be created in the communication channel.
d. Retransmission ingredient:
It helps to determine the attack, if retransmission does not occur before specified timeout period. e. High transmission radio range ingredients:
It helps to determine SYN flood and wormhole attack, when intruder uses powerful radio, sending a message to further located node.
f. Pattern replication ingredient:
It helps to detect the attack when same patterns are repeated several time, it blocks the DOS attacks.
All of these ingredients collectively help to DS to detect the attacks and figure 6 shows the process how to determine valid IP address and attack. DS also controls multi frames that comprises of central IDS and integrated with three layers that control the misuse detection.
Central IDS
The aim of central IDS is to control and store messages received from DS. It works as middleware for DS and other layers to send the verification request and receive the alerts. The main function of central IDS is to update and manage the policy according to attack. If it needs any change in attack detection that is employed on all layers. The central IDS implements updated policy is shown in figure 7 . 
DHCP Verifier
DHCP verifier is the top layer that distinguishes between rogue DHCP and original DHCP server. The signatures of original DHCP servers are stored at the DHCP verifier. It checks the validity of DHCP server which issues the IP address for client. On basis of stored signatures, DHCP server is identified whether it is rogue or original DHCP server. Top layer produces the unique alert sign for both DHCP rogue and original DHCP. Top layer gets parameters for verification from central IDS. DHCP verifier running on top layer is also responsible to return an alert to central IDS.
Signature based detection layer
Signature-based detection is middle layer that detects known threats. It compares signatures with observed events to determine the possible attacks. Some known attacks are identified on basis of implemented security policy. For example, if telnet tries to use "root' username that is violating the security policy of organization that is considered known attack. If operating system has 645 status code values that is indication of host's disabled auditing and refers as attack.
If attachment is with file name "freepics.exe" that is alert of malware. Middle layer is effective for detection of known threats and using well-defined signature patterns of attack. The stored patterns are encoded in advance to match with network traffics to detect attack. This layer compares log entry with list of signatures by deploying string comparison operation. If signature based layer does not detect any network, anomaly based detection layer initiates the process. For example, if request is made for web page and message is received with status code of 403, it shows that request is declined and such types of processing cannot be tailored with signatures based layer. The figure 8 shows the combination of IDS rules applied to determine various types of attacks with support of MSAIDS. The base of IDS comprises of five fundamental rules which support to IDS to determine attack. These rules include detection paradigm, location for audit source, frequency usage, method for detection and behavior of detection method.
All of these rules help to detect types of the attack which are created due to rogue DHCP server.
Anomaly based detection layer
Lower layer is anomaly based detection that identifies unknown and DOS attacks. It works on pick-detect method. This method monitors inbound and outbound traffic received through central IDS. Packets are evaluated. Adaptive thresholds and mean values are set. It calculates metrics and compares with thresholds [26] & [27] .
On basis of comparisons, it detects various types of anomalies including false positive, false negative, true positive and true negative. If pick-detect methods determines true positive and false negative then it sends alert to Central IDS. The process of determining the anomalies is given in algorithm 2. 
Substitute the values of precision in equation no (2) Therefore,
The equation (5) shows the true positive (TP), meaning that is sign of attack and alarm occurs Now, find the false negative to apply overall probability formula: We know that overall probability formula that is given as follows: (   /   TN  TP  TN  FN  FP  TP  OP  TP   TN  FN  FP  TP  TN  TP 
Substitute the value of OP in equation (6) FN  TN  FN  TP  TN  FN   FP  TP  TN  TP  TN  TN  TP   FP  TN  FP  TP  TP  TN TN  TP  TN  TN  FN  TP  FN  TN  FP   TP  FP  TP  TN  TP  TN  TN  TP   FP  TN  FP  TP  TP  TN FN  TN  FN  TP   TN  TP  TN  TN  FN  TP  FN  TN  FP   TP  FP  TP  TN  TP  TN  TN  TP   FP  TN  FP  TP  TP  TN The equation (17) shows the false positive; there is no sign of attack but alarm raised.
Applying equation (10) 
  TN TN
The value of TN is also zero that means there is no sign of alarm and no attack occurs.
To detect attack and non-attack situation for TN and FN; we use algorithm 3 to determine sign of attack. Here, ST > 1 means there is no sign of attack and we will be able to determine that is True negative (TN).
The behavior of TN, FN, FP& TP is shown in table 1 with respect to sign. 
Simulation Setup
The previous sections have presented evidence of the problems to be created by rogue DHCP server and including solutions to control over these problems. This section focuses on simulation setup and type of scenario. The unique and extensive testing method require for simulation of rogue DHCP server. To validate the MSAID, the proposed solution has been implemented by using three methods: test bed simulation, discrete simulation in C++ and ns2 simulation.
The test bed simulation provides real time results in controlled and live user environments. This kind of simulation gives complete understanding about behavior of several types of attacks. All operations associated with MSAIDS approach and other three existing approaches: Dynamic multi-layer signature based IDS (DMSIDS), ant colony optimization based IDS (ACOIDS) & Signature based IDS provide recital idea. Test bed simulation helps to detect various affects and conditions in real environment. Therefore, output of simulated framework is as close to reality as possible. The used parameters for only test bed simulation are given in table 2.
In addition, stressed network traffic load creates several exceptional conditions that motivate to test idea on Linux and window NT operating systems. It is little bit harder to collect data in live environments by using test bed simulation due to some logistical issues. Most of operating systems do not provide the tracing facilities but regardless of problems, we would like to obtain result in standardized method by using different programs on different operating systems. MSAIDS has fully support of algorithms and data structure that discover the potential attacks and perturb the intrusions before the attacks.
The performance highly depends on robust tracing facility and algorithms, which help to identify the intrusion. As the first step is to analyze performance of proposed algorithms and used mathematical model. However, overall target is to obtain accurate statistical data in highly loaded network. Test bed simulation does not provide 100% result.
To fulfill requirements of tracing and collecting accurate data, same scenario is simulated in ns2 and discrete simulation c++. The mean value is calculated for three kinds of simulations with help of following theorem.
Theorem 1:
Assume x = test bed simulation; y= discrete simulation in C++ & ns2 simulation. R is the proposed approach MASIDS. 
The second important step is in context of IDS what is the most important response, if once possible attack has been detected? It is really broader topic and beyond of scope of this research. The proposed method is not panacea but at least detects masquerading, DOS and race condition attacks to be generated by DHCP rogue in MCL. The paper emphasizes how to fit proposed method to control attacks of rogue DHCP server in MCL environment. Figure 9 is NAM screenshot of ns2 for MSAIDS, in which node-3 is rogue DHCP server that assigns fake IP. Node-4 is attacker that tries to capture traffics. Node-5 is MSAIDS (proposed approach) that makes an attack of node-4 (attacker) in vain. Hence, sender and receiver exchange data successfully.
The scenario is highly congested with large amount of traffic in real but standardized environment. 
Analysis of result and discussion
The training period of experiment covers four classes of attacks probe, DOS, U2R and R2L. All attacks are included in database during training period of test bed simulation. Ns2 and discrete simulation in C++ provides tracing facility to collect accurate data. The MSAIDS scans all rules of snort. We also add new rules explained in proposed section. The testing period targets one concise scenario. The scenario is simulated by using same parameters for all three existing approaches including proposed MSAIDS. The attacks are generated by using stick, covering all types of signatures and anomaly based attacks.
The training period provides quite interesting results because frequently generated attacks are of different numbers. The maximum number of attacks pertains to R2L category. The more attacks are also counted on MSAIDS as compare with other three existing techniques are shown in from figure 10 to 13. If attack is not generated then it is counted as normal traffic. The frequency of single and group characters is displayed when packets reach at the attacker machine. It is observed on the basis of output that different types of detected attacks are generated due to rogue DHCP server. The DOS attacks are detected when packet does not reach at destination and received no acknowledgment. The sign of probe attack is addition of new data in existing amount of data bytes. U2R is sign of maximum connection duration. R2L attacks are little bit complex to detect. We apply method comprises of service requested and duration of connection for network and attempt-failed login is used for host. It increases the traffic generation rate. From other side, it provides highest capturing rate. The statistical results show that MSAIDS will substantiate to medical field for diagnosing several disease and especially for heart and cancer. The major breakthrough of this research is to detect true positive and false negative attacks because they are very hard to capture. Due to these anomalies, confidentiality of any system is exploited and privacy of user is exposed. The proposed method also captures the real worm attacks and all other looming attacks. Figure 14 to 17 shows receiving and packet analysis capturing capability for our approach and other known approaches. The major advantage of MSAIDS approach is to detect all types of anomalies and unknown threats efficiently. The systems are mostly infected due to new sort of malwares because they consume the processing resources of system. If resources of system are utilized by unnecessary programs then MCL is highly affected. In consequence, collaboration process is disrupted.
MSAIDS also detects activity for any specific session. It creates specific alarm for each type of anomalies. Furthermore, deployed algorithms and new addition of rules in ordinary IDS improves the performance and restores the privacy of users. The implementation of MSAIDS is supported with sound architectural design that is also robust and persists attacks when to be detected. Statistical data shows 99.996% overall effectiveness of MSAID.
The major advantage of MSAIDS approach is to detect all types of anomalies and unknown threats efficiently. The systems are mostly infected due to new sort of malwares because they consume the processing resources of system. If resources of system are utilized by unnecessary programs then MCL is highly affected. In consequence, collaboration process is disrupted.
MSAIDS also detects activity for any specific session. It creates specific alarm for each type of anomalies. Furthermore, deployed algorithms and new addition of rules in ordinary IDS improves the performance and restores the privacy of users. The implementation of MSAIDS is supported with sound architectural design that is also robust and persists attacks when to be detected. Figures 18 to 21 plot the results of generated and capturing capability of signature based attacks The proposed MSAIDS approach produces 2.269 to 49.11 higher capturing-rates than other existing techniques shown in figure 22. 
Conclusion
In this paper, multi-frame signature-cum anomaly-based intrusion detection systems (MSAIDS) is introduced. MSAIDS handles malicious activities of DHCP rogue server. The paper targets well-known nasty threats generated by DHCP rogue. The attacker uses rogue DHCP server for sniffing of legal users. The current mechanism of IDS does not support to control the attacks specially Dos attacks. DHCP rogue is obviously very simple but collapse the network creating nastier attacks such as: Sniffing network traffic, masquerading attack, shutting down the systems and DOS attacks.
The paper gives detailed clarification of these attacks and discusses the attack generation process of rogue DHCP server. To control this issue, novel approach comprising of algorithms, mathematical modeling and addition of new rules in current IDS has been proposed. To authenticate proposal, it is simulated by using three different types of simulators: Testbed, ns2 and C++ Discrete simulation. On basis of simulation result, we achieve interesting findings. MSAIDS not only improves capturing performance but detects generated attacks of rogue DHCP. It also significantly reduces the false alarms.
Finally, we compare the performance of MSAIDS with other existing technique that produces the results 2.269 to 49.11 % more.
In future, an application of this approach will be deployed in medical field to detect the viral attacks to secure the heart from myocarditis attacks. The work will also bring substantial progress in field of mobile collaborative learning.
